Soclal Media

The Good, The Bad, The Really Ugly
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Hospitals Using Social Media

No longer a luxury...it’s a necessity
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Bottom Line

It expands our reach to a broader audience

Allows us to disseminate health information
Empowers people to make safer and healthier choices
Builds loyalty

A powerful tool to enhance the brand

Boosts company trustworthiness

Effective in crisis communication

o "Using social media tools has become an effective way to expand reach, foster engagement and
increase access to credible, science based health messages.” According to the Lenters for
Disease Lontrol and Prevention (COL)
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We don’t need thelr audience

= Reduces dependence on traditional media
TV
Newspaper
Magazine
Radio
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We have our own audience

= Non-traditional Media

« Facebook * On-line newsroom

e LinkedIn  PCP Facebook pages
e Twitter * Pinterest

+  Physician * YouTube

Facebook * Instagram
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It’s all about telling the story

* PR telling the story

* The patients telling both stories (theirs and
ours)

= Featuring our clinicians/staff stories

= |nformation that benefits the audience

PR and marketing can do that best. You don’t
have to
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Official vs. Personal

= |t's not about you; it's about them

= |s it appropriately consented?
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Boundaries: Patients

* If you interact with patients on the internet, you
should maintain appropriate boundaries in
accordance with professional ethics just as you
would in any other context.

 On-line contact with patients blurs the distinction
between a personal and a professional
relationship

 To maintain appropriate boundaries, consider
separating your personal and professional
presence on-line.
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A Continuum of
Professional Behavior

Under-
involved

ne of Helpfulne
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The Challenges of
Social Media

Privacy breach results
from use of social
media

Disclosure of |
confidential information

Harassment/Title
Vll/bullying

Violation of employer
policies

Defamation/damage to
reputation

Excessive use/slacking

Pornography,
obscenity, inappropriate
behavior

Employee morale/gripe
sSessions

Violence

Union organizing
Unauthorized and/or

deceptive
endorsements
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Real Life Examples

= Milton Wolf Confronted about Images
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https://www.youtube.com/watch?v=DRwybFEvyxI

Sledding accdent. Look dosely. It's kinda subtle.

E} |Uploaded via Facebook Maobile.
Added January |

Kristin Hanson-Hofmann Is this your arm?
January 1at 1:51pm * Report

Marlo Munoz OW!! Not a good way to bring in the year. So
sorry for you.
January 1at 1:53pm -~ Report

Tami Stewart McCloud Subtie? LOL!
January 1at 1:56pm * Report

Milton Wolf No, not me! A patient. And it's his ankle.
: January 1at 1:55pm “ Report

Close-range gunshot to the face.

&] Uploaded via Facebook Mobile.

ﬂ Curtis Vandyne Wolf ouch

January 2 at 8:28am * Report

Milton Wolf One of my all-time favorites. From my residency
' days ... there was a pretty active "knife and gun dub” at
Truman Medical Center.

What kind of gun blows someone's head completely off? I gotta
get me one of those.

January 2 at 8:30am * Report

Gunshot entry wound in temporal fossa, Postmortem 3D volume-rendered CT.

El] |Uploaded via Facebook Mobile.
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R o Shawn Cox Sad to see Gollum finally dedded to end it all...
Rl January 253t 5:02pm * Report

r Melissa Ring-Pessen Hey, I scanned that patient on Friday.
Can you believe Miller called us and asked us why we didn't

January 25 at 7: 13pm " Report

Milton Wolf Sheesh Melissa, it's not like the patient was going
to complain, .,

January 25 at 7:46pm * Report

enhancement doctor and shown us THOSE pictures instead?
January 26 at 5:46pm - Report

Milton WolfHa! Jeff, now that was funny. Just be glad I'm
not a gastroenterologist then.

laniary 26 at 9:41nm * Rennrt

. Jeff Edwards Why couldn't you have been a breast
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Privacy, Confidentiality and Other
Potential Causes of Action

= Privacy relates to the expectation and right to be treated with dignity
and respect.

= At common law, “privacy” is the legal right to be left alone. There
are various forms of this right, but the one most implicated by use of
social media is the “intrusion upon seclusion” of another.

= One who intentionally intrudes upon another person’s private affairs
IS subject to liability to the other for invasion of privacy if the intrusion
would be highly offensive to a reasonable person.

= QOther causes of action against you individually and your employer
Include slander, defamation, intentional infliction of emotional
distress.
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Privacy, Confidentiality and other Potential
Causes of Action, cont’d

» Federal law reinforces privacy through
HIPAA.

* Penalties can be civil or criminal. Includes
fines ranging from $100 to $1.5 million. Jail
time is possible.

- Particularly offensive misconduct may create liability
under state or federal regulations focused on
preventing patient abuse.
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Elena Chernyakova

= Actress Sues Doctors For Posting Drunk
Pictures of her on Facebook
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https://www.youtube.com/watch?v=Hclcxt9mYus
https://www.youtube.com/watch?v=Hclcxt9mYus

Sleeping co-worker
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Dr. Amy Dunbar: OB-GYN

w Amy Dunbar
:

So 1 have a patient who has chosen to either no-show or be late (sometimes hours) for all
of her prenatal visits, ultrasounds, and NSTs. She is now 3 hours late for her induction. May
1shove up 1ate to her delivery?

Share B3
&> 7 people e ths.
Lisa Wolfe I'm surprise U see 8 patient that late. T came 30 min o my Gyne once and they made me
reschedule, even though I once waited 2 hrs 0 be seen by ths dr.

Jarary 28 at 6:23pm via moDde

U Like Lasser I it's elective, ] be canceled!

S5 January Z2 3t 6:3pm e 1

Pat Kramer [ agree with Dr. Lasser. Cancdl the nduction.
Jorsary I8 at 6:40pm
Amy Dunbar here is the explanation why [ have put up with it/ not canceliad nduction: price
stibirth.
January 28 at 6:431om via mobde

Pat Kramer I thought of that after { hit send. [ do not understand some people. I try to be at jeast
® minutes and bring a book , magazine and Kindle 50 the tme warting does not seem 50 long.

Isrusey 28 at 6:4%m

OB-GYN in hot water
After Posting
Comment About
Patient on Facebook
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http://www.huffingtonpost.com/2013/02/06/amy-dunbar-obgyn_n_2630823.html
http://www.huffingtonpost.com/2013/02/06/amy-dunbar-obgyn_n_2630823.html
http://www.huffingtonpost.com/2013/02/06/amy-dunbar-obgyn_n_2630823.html
http://www.huffingtonpost.com/2013/02/06/amy-dunbar-obgyn_n_2630823.html
http://www.huffingtonpost.com/2013/02/06/amy-dunbar-obgyn_n_2630823.html
http://www.huffingtonpost.com/2013/02/06/amy-dunbar-obgyn_n_2630823.html

So, what If this was a
nurse that posted this?

Tex. Occ. Code section 301.405 requires the employing health care entity to
report the termination of a nurse to the Board of Nursing (BON).

BON may open an investigation if it determines the behavior was:

Unprofessional conduct

Unethical conduct

Moral turpitude

Revealing a privileged communication
Breach of confidentiality

A 2010 survey of state boards of nursing indicated an overwhelming majority of
responding BONs (33 of 46) reported receiving complaints that nurses violated
patient privacy by posting photos or patient information on social networking
sites. The majority (26 of the 33) reported taking disciplinary action based on
those complaints.

Disciplinary action reported ranged from issuing a letter of concern to placing
conditions on or suspending a nurse’s license.
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Use of Social Media in Recruiting
and Hiring Decisions

= More than 94% of recruiters and hiring managers use, or plan to
use, social media for recruiting.

= The graph below shows the increase use of social media for
recruiting purposes since 2008.
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= 93% of recruiters are likely to look at a candidate’s personal social
profile.

 42% have reconsidered a candidate based on content viewed in
a social profile, leading to both positive and negative
reassessments.

= The graph below shows the types of posts to which recruiters
reacted most negatively.
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Use of Social Media In
Recruiting and Hiring Decisions

= S0, can | Google applicants?
Short and practical answer is NO

= Why?
The liability risks far outweigh the minimal benefits of obtaining any
particularly relevant, accurate or job-related information
* inaccurate and misleading info
* Fair Credit Reporting Act rules apply
« discrimination concerns
« Hard to un-ring the bill once you find out something

= Best practice: If you can’t ask about it in an interview, then you cannot find out
about it via social media or on-line search engines
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Social Media Guiding
Principles

Step back and think before you post

Never think your posts are private — even if you have privacy
settings

Protect our patients identity and health information — they depend
on you

Don’t like it, share it or comment on it if it appears questionable

Be careful what you say about co-workers — you have to see
them the next day

What you say can and will be used against you — an might get
you fired

What you post is out there and will always be out there—Forever
Stupid is as stupid does — don'’t be
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QUESTIONS
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